
 
 

 
Commissioner’s Advisory No. 4 
Guidance for using Electronic Real Estate Transaction Management Programs 

Released September 18, 2009 

Responsibilities of brokers who use electronic real estate transaction management systems 

The Arizona Dept. of Real Estate supports Designated Brokers who have  implemented a Transaction 
Management  for  the  internal  standardization  of  document  storage,  as  long  as  it  adheres  to  the 
guidelines as mandated in the Arizona Statutes and Rules.    

Understanding there are several computer based transaction management systems (TM), this advisory 
provides guidance to brokers who are using or who intend to use a transaction management system. 

 
Electronic Record Keeping 

1. Transaction and employment records that must be maintained pursuant to statute and that 
are maintained electronically, must be backed up (duplicated and stored in a secure, offsite 
location) in a manner allowing restoration in the event the electronic data is destroyed. 

2. Electronic  records must be  reproducible, at  the broker’s expense,  in  legible, written  form 
(“hard copy”) upon the request of the Commissioner, or the Commissioner’s representative, 
for auditing, inspection, or investigation purposes. 

3. The electronic records are exact duplicates of the original. 
4. The electronically stored records are legible. 
5. The Broker  shall maintain each  real estate purchase contract or  lease agreement and  the 

electronic transaction folder in which it is kept in a chronological log or other chronologically 
systematic manner  that  is  easily  accessible  by  the  Commissioner  or  the  Commissioner’s 
representatives. 

6. If the broker’s electronic records are not stored at the broker’s  licensed business  location, 
the  broker must  inform  the  Commissioner  in  writing  of  the  legal  address  of  the  entity 
responsible  for  storing  such  records.    The  entity  storing  the  broker’s  records  may  be 
required to show evidence of meeting requirement (1) above. 

7. All  brokers  utilizing  an  electronic  record  storage  system  solely  (in  lieu  of  hard  copy 
document storage) must sign a user agreement with the Arizona Department of Real Estate 
that allows unlimited Department access.  Said agreement shall guarantee that a guarantee 
is provided  that  the electronic  records  storage adheres  to  the  timeframes  for  file  storage 
according to ARS § 32‐2151.01, 32‐2153(A)(17) and 32‐2175(A) thru (F). 
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Electronic Signature 

1. The  broker’s  statutory  review  of  contracts  and  agreements maintained  on  a  TM  system 
must be  recorded  through a dated  secure electronic  signature complying with   ARS § 44‐
7031, and it can be demonstrated that when the signature was made, the signature was: 

a. Unique to the person using it; 
b. Capable of verification; 
c. Under the sole control of the person using it; 
d. Linked to the electronic record it relates to in such a manner that if the record were 

changed the electronic signature would be invalidated; 
e. Electronic  review  of  any  document  is  permitted  in  lieu  of  actual  initials  on  a 

document,  providing  that  such  electronic  review  is  recorded  in  an  unalterable 
history or log file. 

2. The broker must enforce a written supervision policy requiring personal computer security 
that, at a minimum, requires each person with electronic signature authority and capability 
to lock or sign off his/her computer every time he/she walks away from the computer. 

3. The broker must have a back‐up system defining how and when contracts and agreements 
are reviewed when the computers are down for an extended time. 

4. The  TM  system  must  have  the  ability  to  create  a  secure  history  log  of  all  activity  for 
electronic signatures or broker review which can be reviewed by Department auditors and 
investigators. 
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Commissioner’s Advisory No. IV 

Guidance for using Web Based Electronic Real Estate Transaction Management Programs 
Released September 18, 2009 

 
USER AGREEMENT BETWEEN A LICENSED BROKER AND THE DEPARTMENT OF REAL ESTATE 

FOR UNLIMITED ACCESS TO WEB BASED ELECTRONIC RECORDS UPON REQUEST 
 
 
The Commissioner’s Advisory No. 4, issued on September 18, 2009, provides guidance for using Web Based Electronic 
Real Estate Transaction Management Programs. 
 
The use of Web Based Electronic Record Keeping requires the following: 
 

• Transaction and employment records must be maintained in accordance with state statute. 
• Electronic records must have a back-up system that duplicates the records and stores them in a secure, offsite 

location and allows the records to be restored if the broker’s electronic data is destroyed. 
• The electronic records must be reproducible as a hard copy at the request of the Commissioner or the 

Commissioner’s representative for auditing, inspection or investigation purposes. 
• Electronic records must be legible and exact duplicates of the original documents and must be on a web based 

program. 
• The Broker shall maintain each real estate purchase contract or lease agreement and the electronic transaction 

folder in a chronological log or other chronologically systematic manner that is easily accessible by the 
Commissioner or the Commissioner’s representative. 

• If the electronic records are not stored at the broker’s licensed business location, the broker must inform the 
Commissioner in writing of the legal address of the entity responsible for storing such records. 

• Brokers using a web based electronic record storage system solely for document storage must sign a user 
agreement with the Department of Real Estate allowing unlimited access to the electronic records by the 
Department. 

 
 
In accordance with Commissioner’s Advisory No. 4, I hereby disclose that I am using a web based electronic storage system 
solely for document storage.  I hereby grant the Arizona Department of Real Estate unlimited access to this web based 
electronic record storage system.  I agree to register with the Department the access code and notify the Department 
immediately of any and all changes.  I further guarantee that the web based electronic records storage system adheres to 
the timeframes for file storage in accordance with the Arizona Revised Statutes. 
 
Web Based Transaction Management Program Vendor:    
 
 
Broker’s Name:    Brokerage:    
 
 
Broker’s Signature:    
 
 
Date:    
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